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ARM Business Model

Processors

Semi

Partner

Physical IP

Interconnect

ARM invests in
ecosystem
(CUSEOMEF

Ecosystem provides value chain with
support & products based on ARM
technology
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Wide Choice of Partners
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Linaro — Distributed Software Organization

Working Platform Landing Teams
Groups Engineering working under NDA

ARM

LAVA n
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Segment Fedora, Ubuntu @ LG Electronics
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= - EIESSON
LEG (15 companies) Continuous Integration w
LNG (|2 companies) for Linaro output
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and innovation and release management optimization
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ARM: 215t Century Design

" Focuses on Design & Licensing of IP Building
Blocks for SoCs (=LEGO’s)

" Fosters an eco-system of standard pieces,
acting as COTS-on-Silicon

" COTS-on-Silicon encourages multi-suppliers
through the eco-system

" Allowing the eco-system the ability to deliver
cost effective solutions

" Enforcing localized optimized end designs

" Enabling circuit-boards to be miniaturized
onto a single chip

" While retaining the technology DNA of
Energy-Efficiency
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What is |OT? according to the Internet...
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internet of things / smartphone

university of illinois at urbana-champaign

MoboSens, a Square-like tool for =

eco warriors, lets y Belkin’s WeMo builds an

crowdso

Sensors
Smartphones
Analytics
Crowdsourcin

Clear water doesn’t always equal clean wate
arsenic can reside in water that looks perfect
research project at the University of lllinois at
sensors, smartphones and supercomputers v
monitoring project that can tell you if your wa
a community’s water over time.

belkin / ces 2013 / internet of things

internet of thing

Stacey Higginbotham

B

data / ibm / podcast

Podcast: How IBM rene chane

B

digital health / fitbit / internet of things

re zcomes w £+ = theory, data and th Amiigo and its exercise databaqe i

v Aa
M Connected home
junkies should pay attention,
deal signed
consumer
Jarde ( O n I
ol
space
pos appli
aatewav’
-
©
belkin
Juiieag
11
a

Wi-Fi and was simple to implement.

—

things to fix traffic

by Stacey Higginbotham

fQ No Comments

City-sca
Crowds
Analytic:

traffic jams, save lives
costs for cities.

¥ tweet this

While the internet of things is invading people
industrial world has seen the promise of conr
years. IBM has been actively pulling together
internet” with acquisitions of data analytics ¢
sensors to create its Smarter Cities program.

~—

digital health / startups enture capital

want to make you Followmg the money in health
look dumb

by Derrick Harris

L

tech: sensor techn FacebOOk fOI' things’ company
' personalized med; Evrythng teams up with ARM on
boost in March  internet of things

by David Meyer FEB

Y@ 3 Comments

¥ fHl +1 5

vf@+1 &=

by Ki Mae Heussner

Quantifie( fQ 1 Comment

f@ 1 Comment

v Aa

M The internet of things isn’t all
about infrastructure. Evrythng 2 2o

provide the ide

Outpatient
Monitoring
Data qualit
Quick resy

it, the smarter it g

¥ tweet this

The fitness-tracking incumbents might want
based Amiigo. The personal fitness startup’
available, but it has generated a lot of buzz
Indiegogo and an undisclosed amount of ve
make the Fitbit (see disclosure), Jawbone U Much of the talk around the “internet of things” is centered on sensors and the
device look quaint by comparison. The key © The $1,000 genome isn networking or connectivity part of the puzzle — the IP addresses that everyday
to deliver a personal experience the others | in using genetics, data and deep analysis t¢ objects will need to have, or the machine-to-machine (M2M) networks needed
W patients. Although it wasn’t the sector to at to connect all those sensors. But infrastructure isn’t the end of the story.
personalized medicine had one of its best r
Health Academy’s monthly insights report. = There’s another element to this new wave of technology, namely the software
w ecosystem that will emerge on top of that infrastructure. And a fundamental
building block for that will be identity management — not for the users’
identities, but for the things themselves.

Diversity + Choice ) Partnership and Standards
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The Long Tail Drives Big Data Value

Smart meters, When did | buy it?
Wellness ... T Where did |l bLI)’ it?

When do |l use it!
Where dol use it!

What do | do with it?

Turn on my lights
when | arrive home

Value per Application
Value of Big Data

Who do | use it with?

Number of IOT Applications . .
Who did | tell about it?
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Big Data begins with Little Data
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€3 Bluetooth

Imagine that there
were a 1000 of these
connected devices....
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Scale Needs Standards and Automation
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Universal Standards for |IOT

" ARM is dedicated to a standards-based IOT with billions of IP and Web based devices

1 ETF .
LigBee
Member

IP 6LoWPAN ZioBee [P Device Management, Marketing, Interop,
HTTP, CoAP, TLS ghee Lightweight M2M Web Objects

Integration
" To accelerate the Internet of Things, ARM has acquired Sensinode to complement mbed
" Sensinode was a pioneer in creating and deploying these key loT open standards

® Sensinode software enables efficient and secure communication from device to cloud
" 6LoWPAN Stack and end-to-end CoAP and Lightweight M2M Platform

ARMMBED ARMSENSINODE

loT Development Platform loT Technology o
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From Web Applications to loT Nodes

1000s of bytes

Web Obiject
~100 bytes
Binary Web Object |9 of bytes
P
roxy Binary Web Object
“ (@eYa\
Router CoAP

TLS/TCP | DTLS / UDP “
Sensinode DTLS / UDP

NanoService Sensinode
Platform

NanoRouter 6LoVWPAN
Web Application loT over Backhaul loT Node Network
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Functional Becomes IOT Little Data & Service

Functional Little Data
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Sharing Needs Trust

Life
Insurance

A
!

EICO. — Their Data —| .= |
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Trust Needs Security

® First implantable Pacemaker 1958

® Can a pacemaker be hacked to kill?

" Or just a plot line in USTYV series

. . . . SIEMENS-ELEMA
" RF interface for adjusting settings 1958

" First hacked in 2008

" “Sustained effort by a team of specialists” — The New York Times

" Range a few cm

" Today
" MIT grad students

" One weekend

" Range 50 feet SYSTEMS RESEARCH & DEVELOPMENT The Architecture for the Digital World® ARM®



Computing Now Requires the Right SoC

4k Video All Day Computing High Data Throughput ~ Dense Compute
Android Apps Connectivity Customized I/O Customize 1/O

122 2
25-40mm? 25400 50-80mma0 ) 02 25.100mm? 80-100mm? s mm

<10uW <10mW 10s of mW 100’s of mW 1-6W <10W
< Scalable architecture and hundreds of ARM partners
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Little Data to Big Data as a Workflow Problem
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Big Science Starts With Little Data Too

Coarse data from a
subset of the detec-
tor's systems goes to
the level-one trigger.

The level-one
trigger selects
100,000 events
per second
based on isolat-
ed features

§ii { i'' Level-one trigger
in the data. (hardware)

The higher-level trig-

ger analyzes assem-

bled data of those

events.
High-level trigger
(software)

It selects 100 events per second

and sends their data to the grid's
Tier 0, a farm of thousands of -
computers at CERN. 4 -

—

Tier 0 makes a tape archive of the data : o Archive of data
and also sends the data to Tier 1 sites
(at major laboratories) for storage.

10-gigabit-per-second optical lines

3 3 3 o

~._._____
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loT as a Platform
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Challenges

%

CHALLENGES

AHEAD
" Trust

" Trust today, trust for the future
" Security i
" Secure who can place agents on your devices and when
" Integrity
" Trust that loT ‘apps’ won’t brick devices
" Incentive
" Why do | want to allow others to run on my infrastructure!?
" Productivity

" How do we unlock the distributed systems model (and get it right this time)

" What is the model for making this available to the consumer to aggregate and process their own
little data?
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Non-blocking Event-Driven Execution Model

" Avoids costly context
switches on I/O path

Application Logic

Interrupts Enabled, L. .
User Level Application Logic

" Improves communication
latencies for high-speed
networks

Y/

Packet

Demultiplexing Packet

Demultiplexin .
Interrupts Enabled, P 9 Function Calls

Supervisor Level \
/ Interrupt Handler m i
Interrupt Handler . DlreCtI)’ map h/W
Interrupts Disabled I_n_te:'r_n_u_)t_s_l?l_s?t_)l_e_d ____________________ Interrupt to funCtlon Ca”
T'“‘e"“‘" Interrupt * D. Schatzberg, |. Appavoo, et.al.
Linux 1/O Path EbbRT I/O Path Boston University
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NGSP & PERFECT
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Peripheral Intelligence

Memory
Controller
DMC-520

X72
DDR4-2667

Interrupt Control
CorelLink GIC-500

Memory
Controller
DMC-520

x72
DDR4-2667

CoreLink™ CCN-508 Cache Coherent Network

[rem|[rem)rem]

I%t mmrmw

NICJOIMOAAXI Interconnect

il .

Comu-M ’ Gy \
s : ' Interface [
Host Interface 1 l e e

PCle PCle DSP SATA pferae] imlmm

‘ VCM Dl'ivc

Crypto UsSB [ AR P @
NIC-400 [ ] ARM synchesizable 1P

Implemented i 65nm standard cels

O Virtualisation CoreLink MMU-500

1-32MB L3 cache Snoop Filter

Heat sink

Memory Memory Network Interconnect Network Interconnect
Controller Controller NIC-400 NIC-400
DMC-520 DMC-520

x72 x72
DDR4-2667 DDR4-2667
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Big Data Starts with Little Data

. The future
Internet of Things
Open Data
and Obijects
Scale  Needs Standards St
Sharing Needs Trust Everything
S Trust  Needs Security Sensors & Actuators
8 Networks o
44 /

Applications d

Mobile internet
Internet / broadband

SaaS

Fixed Telephony Networks Mobile Telephony

>
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